Certification in Cell Phone Forensics and Data Recovery
Recorded Webinars

(Note: Recorded webinars are grouped by categories. Students may “pick and choose” which webinar or
category to attend — however, students must attend all 25 webinars to be eligible to test for certification)

PROGRAM TITLE
Category 1 - Cell Phone Basics
Basics of cell phone forensics
Basics of cell phone technology
GSM technology
CDMA technology
Other technologies (IDEN, world phones, etc)
Determining a cell carrier
Obtaining information on specific phones

~N N N R W -

Category 2 - Cell Phone Case Law

8  Cell phones search and seizure
9  Obtaining cellular records

10 Search/seizure case law

Category 3 - Preserving Cell Phones
11 Signal blocking technologies

Category 4 - Cell Phone Examination
12 Preparing the computer

13 Mobiledit

14 Bitpim

15 Device Seizure

16 Oxygen Forensics

17 Cellebrite

Category 5 - Mapping and Analysis
18 Understanding mapping results
19 Latitude and longitude

20 Mapping with Google Earth

21 Mapping with Streets and Trips
22 Mapping websites

23 Identifying cell towers

Category 6 - Testing Theories

24 Recreating the results

25 Determining distances, angles, etc
FINAL EXAM FOR CERTIFICATION




